YS\.EAKS |
S , - t ] Data Leaks Report - CONFIDENTIAL

Example Inc.

Q 3/24 as of October 4, 2024

4,564 credentials are public in total.
60 credentials were published this quarter.

I Al Leaks M Example Inc.

120
6B
100 {
5B
80 |
4B
60 !
3B
40 2B
20 1B
0 P RSN WSS 0B

Q372023 Q4/2023 Q1/2024 Q2/2024  Q3/2024

Leaked credentials over time

I User Leaks [ Platform Leaks

User vs. platform leaks of quarter

VIP data leaks

= We found data from your VIPs in data leaks.

ceo@example.com

o Password from linkedin.com (Leak: Pastebin Collection #1)

o Password from autem odit in combolist (Leak: Pastebin Collection #1)
cfo@example.com

o Password from unknown platform (Leak: Collection #3)
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Password leaks of your users

+~ 45 new username and password combinations were leaked in total.

& 37 of them were probably gathered by credential stealers. Users might have used
compromised computers.

@ 4 came from combolists.

The credentials probably came from:
https://myfunnyshop.com: 1
https://sellmeanything.com: 2

Password leaks from your platforms

215 new credentials were leaked in total.

& 2 were probably gathered by credential stealers. Users might have used compromised
computers.

@ 2 came from combolists.

The credentials were attributable to the following systems:
https://users.example.com: 9
https://login.example.com: 5

Top Passwords

Q3/24 Rank All time
123456 (6) 1 123456 (159)
123567 (1) 2 exampleFTW! (140)
n/a 3 asvve! (112)
n/a 4 example-employees123! (89)
Data Leaks

©,, We found your data in the following data leaks:

» "Credential Stealer #2": 45
* "Combolist #12": 15
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Scope
VIPs

* ceo@example.com
+ cfo@example.com

Included Domains

* example.com
* myexample.com

Excluded

We didn't exclude any subdomains.
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We cannot guarantee that all public data leaks are included. This might be due to data leaks that are not accessible
to us, but also due to difficulties in parsing unstructured data.

Imprint
Syslifters GmbH | Eitzersthal 75 | 2013 Gollersdorf

FN 578505 v | District Court Hollabrunn
syslifters.com | Dedicated to Pentests
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