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1 Document Control

1.1 Team

John Doe Red Team Operator

1.2 List of Changes
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2 Executive Summary

2.1 Summary

TODO Our red team conducted an internal penetration test of Altered Security.......c..cccceue...

2.2 Identified Misconfigurations

Name Affected Components Page

2.3 Recommendations

Name Details

2.4 Conclusion

TODO Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce at ligula sapien. Suspendisse sit
amet posuere metus. Morbi a hendrerit justo. Nam varius congue dignissim. Nam gravida mollis
magna sit amet condimentum. Phasellus vehicula sem et consequat malesuada. Pellentesque facilisis
eu ante et pharetra. Aenean quis volutpat purus. Nam et nulla ex. Nunc mattis finibus enim id pulvinar.
Fusce lacinia metus ac risus euismod, vitae sodales metus dignissim. Nulla porta pretium quam
tristique tempor. Cras dolor nisi, luctus vel erat vel, suscipit dictum nisl. Integer tristique tempus
viverra. Lorem ipsum dolor sit amet, consectetur adipiscing elit.

Fusce augue eros, consectetur at metus a, hendrerit efficitur mi. Suspendisse eu neque finibus, rutrum
nulla volutpat, commodo ex. Vestibulum eleifend ullamcorper leo. Donec congue auctor diam, vitae
commodo purus suscipit in. Donec orci ipsum, imperdiet vitae placerat a, rhoncus ac justo. Vivamus
feugiat sem et euismod accumsan. Pellentesque eget eros quis nunc posuere ullamcorper.
Pellentesque eget libero nunc. Sed vitae ipsum in augue pellentesque vestibulum.
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3 Methodology

TODO

Recon Domain Enum Local Priv Esc Admin Recon Persist and Exfiltrate

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce at ligula sapien. Suspendisse sit amet
posuere metus. Morbi a hendrerit justo. Nam varius congue dignissim. Nam gravida mollis magna sit
amet condimentum. Phasellus vehicula sem et consequat malesuada. Pellentesque facilisis eu ante et
pharetra. Aenean quis volutpat purus. Nam et nulla ex. Nunc mattis finibus enim id pulvinar. Fusce
lacinia metus ac risus euismod, vitae sodales metus dignissim. Nulla porta pretium quam tristique
tempor. Cras dolor nisi, luctus vel erat vel, suscipit dictum nisl. Integer tristique tempus viverra. Lorem
ipsum dolor sit amet, consectetur adipiscing elit.

Fusce augue eros, consectetur at metus a, hendrerit efficitur mi. Suspendisse eu neque finibus, rutrum
nulla volutpat, commodo ex. Vestibulum eleifend ullamcorper leo. Donec congue auctor diam, vitae
commodo purus suscipit in. Donec orci ipsum, imperdiet vitae placerat a, rhoncus ac justo. Vivamus
feugiat sem et euismod accumsan. Pellentesque eget eros quis nunc posuere ullamcorper.
Pellentesque eget libero nunc. Sed vitae ipsum in augue pellentesque vestibulum.

3.1 Objective

The goal of this assessment was to highlight misconfigurations in the environment, as we know that
the systems have latest security fix as well as the Windows defender antivirus activated. But also, to
provide remediations/mitigations and show the full path of compromission to multiple domains.

Assessment goal: Compromise the 5 machines in the scope and provide each time, a proof of concept
of the operation system level command execution.
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3.2 Scope

As of , the scope is defined as below:

TODO Targeted Systems:

MACHINE1 192.168.1.2

MACHINE2 192.168.1.3

Excluded Systems:

RT1 192.168.1.1

3.3 Provided User Account and Machine
TODO

USER1 VM1
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4 Compromission Path

5 Disclaimer

TODO Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce at ligula sapien. Suspendisse sit
amet posuere metus. Morbi a hendrerit justo. Nam varius congue dignissim. Nam gravida mollis
magna sit amet condimentum. Phasellus vehicula sem et consequat malesuada. Pellentesque facilisis
eu ante et pharetra. Aenean quis volutpat purus. Nam et nulla ex. Nunc mattis finibus enim id pulvinar.
Fusce lacinia metus ac risus euismod, vitae sodales metus dignissim. Nulla porta pretium quam
tristique tempor. Cras dolor nisi, luctus vel erat vel, suscipit dictum nisl. Integer tristique tempus
viverra. Lorem ipsum dolor sit amet, consectetur adipiscing elit.

Fusce augue eros, consectetur at metus a, hendrerit efficitur mi. Suspendisse eu neque finibus, rutrum
nulla volutpat, commodo ex. Vestibulum eleifend ullamcorper leo. Donec congue auctor diam, vitae
commodo purus suscipit in. Donec orci ipsum, imperdiet vitae placerat a, rhoncus ac justo. Vivamus
feugiat sem et euismod accumsan. Pellentesque eget eros quis nunc posuere ullamcorper.
Pellentesque eget libero nunc. Sed vitae ipsum in augue pellentesque vestibulum.

CONFIDENTIAL CRTE 8



	RED TEAM ASSESSMENT REPORT
	CRTE

	Table of Contents
	Document Control
	Team
	List of Changes

	Executive Summary
	Summary
	Identified Misconfigurations
	Recommendations
	Conclusion

	Methodology
	Objective
	Scope
	Provided User Account and Machine

	Compromission Path
	Disclaimer

